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Abstract 
The area of Information Security plays an important role in protecting the confidentiality of 

electronic data. Cryptography is a field of Information Security where a sender’s message gets 

encrypted and the message gets decrypted at the receiver’s end. This paper critically analyses the 

Diffie Hellman Key Exchange protocol and the RSA algorithm, the two most popular techniques that 

are part of Public Key Cryptography. In this paper, we also introduce an approach to combine the 

Diffie Hellman Key Exchange protocol and RSA to build a more efficient cryptographic scheme 

where the public key will be masked in order to provide an extra layer of security. 
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Introduction 

Network security has become an important issue in recent times and Cryptography has been 

playing an important role in information security system. Many techniques are needed to 

protect the electronic data. At first the data which is to be transmitted from a sender to a 

receiver in the network must be encrypted using the encryption algorithm in cryptography. 

Secondly, by using some decryption technique the receiver can view the original data. Many 

cryptographic algorithms are widely available and used in the field of information security. 

These algorithms can be categorized into Symmetric or Private Key algorithm and 

Asymmetric or Public key algorithm. In this paper we keep our focus on Asymmetric or 

Public Key Cryptography which is has the ability to provide better security than Symmetric 

or Private Key Cryptography. This paper mainly focuses on the two most remarkable 

achievements of modern cryptography namely, the Diffie Hellman Key Exchange Protocol 

and the RSA Algorithm which are a part of Public Key Cryptography. 

 

Public Key Cryptography  

Until the mid-1970s, cryptography was exclusively based on private key algorithms where a 

single key was used for both encryption and decryption process. Both the parties must agree 

on the secret key before the actual exchange of data takes place. The sender uses this key and 

an encryption algorithm to encrypt data; the receiver uses the same key and the 

corresponding decryption algorithm to decrypt the data. The idea of public key cryptography 

was first presented by Martin Hellman, Ralph Merkle, and Whitfield Diffie at Stanford 

University in 1976. Public-key cryptography, also known as asymmetric cryptography, refers 

to a cryptographic algorithm which requires two separate keys, one of which is secret (or 

private) and other one is public [1]. No other key can decrypt the message, not even the 

original (i.e. the first) key used for encryption. The beauty of this scheme is that every 

communicating party needs just a key pair for communicating with any number of other 

communicating parties. Once someone obtains a key pair, he /she can communicate with 

anyone else.  

 

Diffie Hellman Key Exchange 

Diffie Hellman allows two users to exchange a symmetric secret key through an insecure 

wired or wireless [7, 8] channel and without any prior secrets [6]. It is an amazing and  
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ubiquitous algorithm found in many secure connectivity 

protocols on the Internet [2, 5]. The Diffie-Hellman 

algorithm itself does not encrypt data, but it generates a 

secret key which is common to both the sender and the 

recipient. Through mathematically linked processes the two 

parties can independently generate the same secret key and 

then use it to build a session key for use in asymmetric 

algorithm [3]. The first appearance of Diffie Hellman was 

in 1976 [4]. Steps of this algorithm are as follows: 

1. Take two numbers “p” and “g”, “p” is a large prime 

number and “g” is called the generator. 

2. User 1 chooses a secret random number “a” and 

computes U1 = ga mod p 

3. User 2 chooses a secret random number “b” and 

computes U2 = gb mod p 

4. User 1 and User2 exchanges their respective public 

numbers U1 and U2 with each other. 

5. User 1 computes the secret key with K1= U1a mod p 

and User 2 computes the secret key with K2= U2b mod 

p. 

8. By the laws of algebra, K1 = K2 = K, thus both users 

having a shared key K.  

 

The RSA Algorithm 

RSA is a cryptosystem, which is known as one of the first 

practicable public-key cryptosystems and is widely used for 

secure data transmission. In such a cryptosystem, the 

encryption key is public and differs from the decryption 

key which is kept secret. In RSA, this asymmetry is based 

on the practical difficulty of factoring the product of two 

large prime numbers, ie on the factoring problem. RSA 

stands for Ron Rivest, Adi Shamir and Leonard Adleman, 

who first publicly described the algorithm in 1977. It is still 

widely used in electronic commerce protocols, and is 

believed security depends on the difficulty of 

decomposition of large numbers [9]. 

Following are the steps involved in RSA algorithm: 

Step 1. Choose two random prime integers p and q where p 

should not be same as q. 

Step 2. Calculate the product n = p*q and phi (n)=(p-1)*(q-

1) 

Step 3. Choose random e; 0 <e< phi (n), with gcd(e, phi(n)) 

= 1. 

Step 4. Compute the inverse, d =e-1 mod phi (n) 

Step 5. The encryption function is E (m) = me mod n, or any 

message m. 

Step 6. The decryption function is D(c) = cd mod n, for any 

cipher text c. 

Step 7. The public key is the pair of integers (n, e). 

Step 8. The private key is the triple of integers (p, q, d). 
 

Limitations of the RSA Algorithm 

Some of the limitations in the RSA algorithm are:  

(a) The factors of public key “n” can be found out by hit 

and trial due to which the security quotient of RSA 

algorithm gets reduced. [4] 

(b) Since the public key pair is available to all, using the 

key pair (n,e) anyone can try to encrypt some plaintext and 

generate some encrypted texts and try to check if the 

generated encrypted texts matches to some other encrypted 

texts, which could lead to problems. 
 

Proposed Model  

The RSA algorithm on its own is a very well defined public 

key algorithm but there are some limitations on which the 

attackers can get their hands dirty and one of the limitations 

being the exposure of the public key pair (n,e) which if 

guessed correctly could lead to serious damage in the 

implementation of the whole cryptosystem. Hence in this 

paper, a new model has been proposed for the security of 

public key cryptosystem which combines the Diffie-

Hellman Key Exchange algorithm and RSA algorithm. The 

shared secret key between two parties generated using 

Diffie Hellman protocol will be used to mask the public 

key pair (n,e) that is generated during the key generation 

phase in RSA. This approach won’t be prone to 

mathematical factorization attack like RSA. The working 

process of the proposed scheme is given here: 

Step 1: Implement Diffie Hellman Key Exchange protocol 

and obtain a shared secret key K. 

Step 2: Implement RSA algorithm to generate the public 

key pair (n,e) and private key (p,q,d). 

Step 3: Mask the public key pair using the shared secret 

key K between two users. 

Step 4: Unmask the masked public key pair at the other end 

using the shared secret key K to encrypt the plaintext 

message. 

Step 5: Decrypt the encrypted plaintext message to obtain 

the plaintext message. 

Following is the explanation of the proposed algorithm. We 

are explaining the above steps with the help of a small 

example and trying to prove the double security on public 

key through this. 

First implement the Diffie Hellman Key Exchange 

algorithm to get the shared secret key. 
 

 
 

 
 

Therefore, the shared secret key K=8 

 

Now let us implement the RSA and mask the public key, 
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Thus, the encryption and decryption process works 

successfully using our proposed scheme. 
 

Conclusion 

The proposed approach is likely to provide more security 

than the normal RSA algorithm as the public key pair (n,e) 

is masked using the shared secret key obtained from Diffie 

Hellman Key Exchange protocol. Since the public key is 

masked, hence it becomes more difficult for intruders to get 

into the system hence providing more security to the 

overall cryptosystem. 
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