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Abstract

In an era where home security meets smart technology, effective identity recognition has become
pivotal, transforming traditional doors into intelligent gateways that offer both heightened security
and personalized user interactions. This paper presents an Identity Recognition Agent integrated into
a multi-agent smart door framework, employing YOLOV8 for real-time object detection and Small
Language Models (SLMs) for generating dynamic, personalized natural language responses. Initially,
all visitors are categorized as "Unknown," transitioning to "Known" upon repeated detections, with
final classification into the Family category manually confirmed by the admin (Master). The
proposed system utilizes a dual-stage recognition pipeline: YOLOV8 for rapid initial detection and a
secondary face recognition model for precise identity verification, ensuring efficient, real-time
identification. A persistent database tracks visitor detection frequencies, updating statuses
automatically based on predefined thresholds. Compact, optimized SLMs generate nuanced, real-time
voice responses tailored specifically to each visitor classification—Unknown, Known, Family, or
Master. The architecture employs asynchronous, event-driven parallelism, significantly enhancing
operational efficiency, latency reduction, and scalability. Evaluations affirm the system's robust real-
time identity recognition, personalized interaction capabilities, and suitability for scalable
deployment, marking a notable advancement in privacy-conscious, intelligent home automation
solutions. The software architecture utilizes asynchronous event-driven parallelism for efficient
performance and scalability, optimized through model quantization and hardware acceleration
techniques. Evaluations demonstrate robust, low-latency identification and highly personalized,
responsive interactions, marking significant progress in intelligent, privacy-preserving, and scalable
home automation.

Keywords: YOLOvVS8, Small Language Models, Multi-Agent Framework, Smart Door Automation,
Identity Recognition, Home Automation Security, Real-Time Interaction, Embedded Al.

1. Introduction

Conventional smart door solutions often depend on cloud-based services, which introduces
significant challenges like latency, privacy risks, reliability issues, and the requirement for
continuous internet connectivity. To address these limitations, our research focuses on local
Al processing using compact, high-speed models that provide real-time performance and
enhanced data protection. The overarching goal is to develop and evaluate an Identity
Recognition Agent that integrates into a smart door automation system, uniting an efficient
real-time object detection model YOLOv8 with Small Language Models (SLMs) for
immediate, relevant interactions. By rapidly detecting individuals at the door, YOLOV8
enables precise identity verification, with visitors initially labeled as “Unknown” and
promoted to “Known” after sufficient repeated detections. The homeowner (Master) can
further decide whether a Known visitor merits the “Family” status, effectively granting them
more convenient and trusted access. For higher accuracy, minimal delay, and more
individualized experiences, the system implements a two-stage pipeline: YOLOv8 for fast
detection and a face recognition procedure that uses locally stored embeddings to track
visitor interactions and update classifications automatically. Meanwhile, optimized SLMs
produce context-aware voice responses keyed to specific visitor categories - Unknown,
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Known, Family, or Master - ensuring smooth, personalized
communication without relying on the cloud.

To boost responsiveness, scalability, and user-centric
design, we employ asynchronous, event-driven parallel
processing. This modular structure supports reliable
identity checks, on-demand message generation, and easy
expansion as system demands grow or new features
become necessary. In the following sections, we outline our
methods, evaluate performance indicators, and discuss
strategies for future scalability. Through this approach, our
research aims to deliver an advanced yet privacy-conscious
smart door solution that significantly enhances both
security and user satisfaction.

Additionally, our architecture employs modular agents for
identity recognition, door control, user interaction, and
system monitoring, making it simple to incorporate future
enhancements such as anomaly detection, advanced
encryption, or expanded family-member customizations.
Ultimately, this approach highlights the necessity of a
comprehensive design that balances technical excellence
with real-world practicality, providing households with a
secure, robust, and user-friendly automation experience.

2. Literature Review

Smart door automation has evolved significantly under the
broader umbrella of home automation, where integrating
technology into daily routines poses unique challenges and
opportunities. Historical insights show that door systems
are central to home security and functionality, highlighting
specific privacy and usability challenges. Early works by
Brush et al. (2011) emphasized the diverse needs and
obstacles in automating home tasks, while Woodruff,
Augustin, and Foucault (2007) explored the profound
impact of cultural and religious beliefs on home automation
adoption. These studies laid the groundwork for more
targeted research in smart door technology, focusing on
enhancing hardware robustness, user experience, and
security adaptability.

As focus shifted towards smart door systems, significant
advancements were made with the integration of
sophisticated  sensors,  connectivity  solutions, and
comprehensive software to create safer and more efficient
entry systems. Capogrosso et al. (2022) discussed the future
of networked doors enhancing daily life and security.
Simultaneously, Eze et al. (2023) explored the efficacy of
combining traditional and digital authentication methods to
boost system reliability and user satisfaction. However,
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these innovations also revealed vulnerabilities, as identified
by Kaaz et al. (2017), who noted the risks posed by
inadequate encryption and outdated protocols. In
addressing these vulnerabilities, Hadis and Aman (2020)
explored various wireless access solutions to enhance
security without compromising emergency response times.
Meanwhile, Verma and Tripathi (2010) and Zedig (2022)
investigated RFID-based access and architectural
weaknesses, emphasizing the critical balance between
convenience and security.

Concurrently, artificial intelligence has become pivotal in
refining door system responsiveness to authorized entrants.
Ishrat et al. (2017) demonstrated that even hardware-
limited setups could effectively utilize machine learning to
enhance authentication processes. The movement towards
on-device intelligence led to the adoption of Small
Language Models (SLMs), as advocated by Chakraborty
and Chakraborty (2025), to manage voice commands and
user interactions directly on devices, thus minimizing
latency and maintaining privacy by reducing cloud
dependency. This progression signifies a transformative
phase in smart door automation, aiming to amalgamate
robust security measures, adaptive Al capabilities, and
intuitive user interactions into a cohesive system. The next
sections will delve deeper into each component's role and
integration within the multi-agent framework, highlighting
the synergy between technology and practical usability in
modern smart door systems.

3. Methodology

In this research, we propose an ldentity Recognition
Framework System utilizing YOLOvV8 and Small Language
Models (SLMs) to achieve accurate, real-time identity
verification coupled with personalized user interactions.
Unlike conventional single-layer systems, our framework
integrates advanced detection, facial recognition, and
intelligent linguistic responses, optimizing security and
convenience for residential environments.

As shown in Fig 1, the framework consists of two primary
agents: the Identity Agent and the Response Management
Agent. The Identity Agent employs a dual-layer model,
first detecting persons and subsequently performing facial
recognition to ascertain individual statuses. The Response
Generation Agent then utilizes SLMs to deliver
contextually relevant, personalized interactions based on
the identified status.
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Fig 1: Identity Recognition Framework.
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3.1 Real-Time Person Detection Using YOLOVS8

The system continuously processes video streams from

CCTV cameras. Each incoming frame F is analyzed by the

YOLOv8 model, detecting individuals and producing

bounding boxes B with associated confidence scores C :

D= Y0L0U8detection (F)

where the set of detected individuals is represented as:
D={(B;,C)i=123,..,N}

Where N denotes the total number of detected individuals

in the frame.

3.2 ldentity Recognition through YOLOvV8 Facial
Recognition

Once a person is detected, the system extracts the facial
region from the bounding box B; and applies YOLOV8’s

_ ( Family(Name) ,
Seategory = {Master,
The "Master" category is reserved for the homeowner and
forwarded directly to the Response Management Agent for
priority processing.
3.3 Personalized Response Generation via SLM
Once an individual’s classification is confirmed, the status

|

Here, Context represents dynamic factors such as time of
day, visitor history, and predefined homeowner
instructions, ensuring that responses remain personalized
and relevant.

3.3 Personalized Response Generation via SLM

The framework is containerized using Docker, ensuring
modular deployment and scalability. Each core process,
YOLOV8 person detection, facial recognition, and SLM-
based response generation, operates within its respective
Docker container. Inter-container communication occurs
through an event-driven messaging system, enabling
efficient parallel execution. The overall response time
Tiota1 1S CONStrained by the longest-running process:

Ttotal = max (Tdetection ’ Trecognition ’ Tresponse )
Each container subscribes to an event-based messaging
protocol to ensure real-time updates and seamless system
performance. This setup facilitates:

Scalability: New recognition models and response
agents can be integrated without modifying the entire
system.

Fault Isolation: Failure in one container does not
disrupt the entire framework.

Efficient Updates: Individual modules can be updated
independently, ensuring continuous system
improvements.

SLMgeneration (Scategory , Context ),
SLMgeneration (Scategory , Name, Context ),

4. Conclusion

Our research introduces a dual-layer approach that not only
ensures precise identification but also greatly improves user
experience and security. By adopting an event-driven,
parallel-processing architecture, our system allows for the
concurrent execution of tasks, significantly reducing
response times and boosting scalability. The use of
localized, on-device computation strengthens data privacy
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facial recognition model to generate an embedding E;:

Ei = YOLngfacialfrccognition (Bl)
Each extracted embedding E;is then compared against
stored reference embeddings using cosine similarity:

E; - E tored
S(E,E ) = o
vt T E N Egtorea |

The classification of the detected individual is determined
by both recognition frequency and homeowner validation.
The framework categorizes individuals as follows:

S _ { Unknown, if detection frequency < 2
known ™ | Known, if detection frequency > 2
For individuals classified as "Known," further

categorization occurs based on homeowner validation:

if manually confirmed by homeowner
exclusive category confirmed by homeowner

Scategory 1S SENt t0 the Response Management Agent. This

module utilizes SLMs to craft dynamic and context-aware
responses. The response generation process is as follows:

for Master, Known, and Unknown
for Family

and minimizes the risks associated with cloud-based
processing. Additionally, the wuse of Docker for
containerization enhances modularity, eases system
deployment, and facilitates updates and scalability. Future
papers will delve into the system's enhanced capabilities,
including advanced anomaly detection, multi-factor
authentication, and the use of blockchain technology for
secure, transparent access logging. These developments are
designed to bolster security and enhance the system's
adaptability. Overall, this integrated, adaptive, and robust
framework marks a substantial progress in intelligent smart
door automation, satisfying modern access management
needs with greater precision, agility, and resilience.

The project code is available:
https://github.com/sudipchakraborty/Smart_Door_Automat
ion.git

Demonstration video is available:

https://youtu.be/rU70vXGbsal
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